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SUBJECT: REQUEST FOR FUNDS UNDER COUNTER-TERRORIST PACKAGE 

1. THE REGIONAL SECURITY OFFICER HAS RECOMMENDED TWO SECURITY 
IMPROVEMENTS FOR THE POST FOR WHICH FUNDS SHOULD BE AUTHORIZED 
UNDER COUNTER-TERRORIST PACKAGE. 

2. THE FIRST INVOLVES GRILLING FOURTEEN WINDOWS ON THE GROUND 
AND FIRST FLOOR OF THE CHANCERY MADE NECESSARY DUE TO EMBASSY 
GROWTH AND SUBSEQUENT DECENTRALIZATION OF FILES TO INDIVIDUAL 
OFFICES ON THESE FLOORS. IN THE EVENT OF AN E&E SITUATION, E.G. 

SUDDEN MOB ATTACK ON THE EMBASSY OR A TERRORIST ATTACK, THE 
PRESENT WINDOW PROTECTION OFFERS LITTLE OR NO RESISTANCE. PENETRA- 
TION WOULD PROVIDE ACCESS TO REPOSITORIES CONTAINING CLASSIFIED 
MATERIAL OR, IN A TERRORIST ATTACK, TO EMPLOYEES PREPARING TO 
RETREAT TO THE RESTRICTED AREA. UNIMPEDED ACCESS WOULD 
JEOPARDIZE THE SAFETY OF THE EMPLOYEESAS WELL AS THE INTEGRITY 

OF THE CLASSIFIED MATERIAL. 

3. THE SECOND IMPROVEMENT INVOLVES ACQUIRING A MODEL 1012 
DISINTEGRATOR TO AUGMENT THE PRESENT DESTRUCTION CAPABILITY. THE 
CLASSIFIED MATERIAL PRESENTLY MAINTAINED AT POST WOULD REQUIRE ELEVEN 
TO FIFTEEN HOURS TO DESTROY SHOULD THE E&E PLAN BE INVOKED. 

WITH THE ADDITION OF THE 1012 THIS TIME WOULD BE CUT TO SEVEN 
HOURS. 
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4. THE COST FOR THE FOURTEEN WINDOW GRILLS IS $4,200 AT 
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$300 PER GRILL. THE COST OF THE 1012 DISINTEGRATOR IS $4,372 
(TO INCLUDE $2,595, 

BASIC COST, $1,160 SOUND ENCLOSURE, $225 
EXTRA BLADES, AND $392 VIBRATION ISOLATION KIT. 

5. THE POST CONCURS IN THE RSO'S RECOMMENDATIONS AND REQUESTS 
DEPARTMENT FUNDING. 

BARNES 


LIMITED OFFICIAL USE 


NNN 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 05 JUL 2006 



Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 05 JUL 2006 


Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 JAN 1994 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 24 JAN 1975 

Decaption Date: 01 JAN 1960 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Authority: GolinoFR 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 28 MAY 2004 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1975BUCFIAR00298 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: N/A 

Errors: N/A 

Film Number: D750027-0357 
From: BUCHAREST 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1975/newtext/t1 97501 24/aaaaauxx.tel 

Line Count: 69 

Locator: TEXT ON-LINE, ON MICROFILM 
Office: ACTION SY 

Original Classification: LIMITED OFFICIAL USE 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: LIMITED OFFICIAL USE 
Previous Handling Restrictions: n/a 
Reference: n/a 

Review Action: RELEASED, APPROVED 
Review Authority: GolinoFR 
Review Comment: n/a 
Review Content Flags: 

Review Date: 10 JUN 2003 
Review Event: 

Review Exemptions: n/a 

Review History: RELEASED <10 JUN 2003 by ShawDG>; APPROVED <11 JUN 2003 by GolinoFR> 

Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
05 JUL 2006 


Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
Secure: OPEN 
Status: NATIVE 

Subject: REQUEST FOR FUNDS UNDER COUNTER-TERRORIST PACKAGE 
TAGS: ASEC 
To: STATE 
Type: TE 

Markings: Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 05 JUL 2006 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 05 JUL 2006 



